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Chair’s Message  Legislative Link 

Ashleigh Black, Ragsdale Liggett, PLLC 

 
 

The North Carolina General 
Assembly’s main web site is 
www.ncleg.net.  The Legislature is 
not currently in session. As of October 
15 and whenever it convenes, you will 
be able to view legislation, load live 
audio, and see live agendas and 
activity, all at the same link.  

Happy fall!  Fall is a time when lawyers and their clients are back in 
town from summer vacations, and everyone is ready to gear up for another 
year! Like you, RELANC has a busy year ahead, and we invite you to learn 
more about the topics and issues the RELANC board will be reviewing. 

I hope you had an opportunity to review our recent RELANC 

membership email that detailed RELANC’s spring and summer activities!  
RELANC monitored the North Carolina State Bar’s proposed AVOO ethics 

Force, sponsored the taping and live re-broadcast of a webinar regarding e-
recording.  This is the first in a series of three (e-recording, e-notaries, and e-
closings) so be on the lookout for information on future webinars! 

Have you had a chance to read the Notice of Settlement Act (NOSA)?  
Have you spent time thinking about “the gap” and how we can best protect our 
clients?  The RELANC board has had a lively discussion about the Notice of 
Settlement Act, and we have received comments from a few of our members 

bill, which was eventually withdrawn.  We 
sponsored an informative discussion 
regarding e-closings at the North Carolina Bar 
Association’s Annual Meeting.  RELANC 
was invited to comment on a number of bills 
(including House Bill 708 regarding title 
insurance companies’ claims reserves and 
Senate Bill 451 regarding clarification on joint 
tenancy with rights of survivorship).  In 
addition, RELANC, along with the NCBA 
Real Property Section, NC Land Title and the 
NC Closing Attorney Best Practices Task 

RELANC

on 

http://www.relanc.com 

in this issue >> 
 

Fall 2018 

Real Estate Lawyers Association of North Carolina  

The Quarterly Newsletter for RELANC Members     Fall 2018 

Chair’s Message  ............................. 1 

Legislative Link ................................ 1 

Lobbying & Task Force Reps ........... 2 

Disaster Planning ............................. 3 

Board Member Bio ........................... 5 

Landowner Liability  ......................... 6 

Social Engineering /Fraud Alert ........ 8 

What’s the Point of RELANC .......... 11 

Attorney Closing Brochure ............. 11 

Referrals/Member Directory ........... 11 

Annual Meeting Save-the-Date ...... 12 

Leadership & Sponsors .................. 12 

Continued on next page 

Check out the web link below to 
view the e-closing webinar which 
is mentioned at right, the first of a 
series that will continue as “March 
Madness” in 2019.   
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Lobbying & Task 
Force Contacts 

since our September email newsletter.  We have heard from members who believe 
that North Carolina real property purchasers deserve protection from “the gap” and 
that the NOSA would be a tool lawyers could use to protect their clients from “the 
gap.”  We have heard from other members who want clarification on how large “the 
gap” is and worry that NOSA is not the appropriate tool to solve the issue.  They 
specifically worry about educating buyers and sellers, increasing buyer’s closing 
costs, and impeding a speedy re-sale if a buyer filing a Notice walks away from a sale.  
The NCBA Real Property Section has already voted to support the NOSA.  RELANC 
will be asked to take a position on this bill; however, the RELANC board would like 
to hear from more of its members prior to November when we will vote on RELANC’s 
position of the Notice of Settlement Act.  Please take the time to review the bill and 

to talk to RELANC board members about your opinions! 

Did you spend time in August and September explaining tax prorations to 
prior clients?  Personally, once the tax bill goes out, our firm receives calls daily from 
buyers and from sellers who closed earlier in the year.  Someone has called the tax 
department and has been told the taxes are based on a fiscal year.  They call our office 
to complain that the tax proration used at closing was based on a calendar year.  We 
explain that pursuant to North Carolina General Statute §39-60 and most importantly 
their contract, the taxes were prorated on a calendar year.  Due to the widespread 
confusion on this subject, RELANC has volunteered to assist the Land Records Task 

Force with the preparation of a brochure for statewide distribution that explains the 
difference between the fiscal year the tax department uses, and the calendar year 
agreed to in the standard Offer to Purchase and Contract.  

Does your firm participate in partition actions?  If so, would you be interested 
following and assisting with the current discussions to change the North Carolina 
partition laws?  One of our RELANC members and past RELANC Chair Tom Steele 
served on the Partitions Task Force along with additional RELANC members and 
great minds such as Judith Wegner, Paul Stam, and many others.  The members are 
still meeting with the General Statutes Commission to finalize proposed changes.  If 
you are interested in participating, please reach out to Tom.  As the RELANC board 
learns more about the changes, we will update our members. 

Are you concerned about North Carolina buyers who are using “settlement 
shops” for their residential real estate purchases?  Would you like an easy way to 
educate buyers and their agents about the consequences of working with a settlement 
shop and the benefits of working with a North Carolina attorney?  If so, head over to 

the RELANC website to download the brochure “Why Use a North Carolina 

Attorney to Handle Your Real Estate Closings and Settlements?”  If you would like 
to have a large number mailed to you, please reach out to RELANC Executive 
Director Bonnie Biggs for discounted printing fees. 

The RELANC board has a busy fall and winter ahead!  In addition to deciding 
about our stance on the Notice of Settlement Act and to assisting with the drafting of 
the tax proration brochure, we will continue to monitor bills addressing the sale of real 
property by an executor appointed under a will, as well as bills affecting North 
Carolina notary laws and data breaches.  If you become aware of a bill that you want 
to bring to RELANC’s attention, please do not hesitate to contact me or any other 
member of the RELANC board.  We are here to advocate for our members and the 
real property owners of North Carolina! 

 

~~Ashleigh Black, Chair 

Kim Rosenberg,  
Co-chair, NC Best Practices Task 

Force & NCLTA Legislative 
Committee 

James A. Harrell, Jr. 

Chair’s Message continued 

Randy Herman 
The Banks Law Firm 

RELANC’s Representative  
Secretary of State 

 Land Records Task Force 

Chris Salyer 
Liaison to NCBA RPS Council 

Appointed to the NC E-Mortgage 
Closing Advisory Committee 
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The news images are shocking. Whether it 
is tornado damage in the Midwest or flooding 
after a hurricane in eastern North Carolina, 
disasters can strike at any time and can come in 
many different forms. Hurricanes come with 
advanced warning allowing time to prepare; other 
disasters happen so quickly they are over before 
you have time to think. No matter what type of 
disaster you face, careful planning can make 
surviving more likely. 

Proper leadership makes surviving a 
disaster easier. Avoiding or reducing the severity 
of disasters begins with assessing the risks 
associated with location and office procedures. 
Once risks are assessed, the disaster recovery 
plan can be developed so that processes for 
minimizing damage and recovering afterwards 
can be established. 

Tips for Recovery 

After the dust has settled, it’s time to get 
to work putting the pieces back together. This is 
the time when the emergency leader takes charge 
and puts your plan into action. Having the 
channels of communication pre-planned and 
direction for how things should be handled helps 
prevent mass panic because certain steps will be 
taken to reorganize the office. 

Regrouping 

The basic starting point is assembling 
your staff to begin working again as quickly as 
possible. Establish a phone tree to contact 
employees. If it is necessary to operate from 
another location due to building damage, your 
disaster plan leader will make the arrangements 
and pass along the information. To speed up the 
process of choosing alternate operating locations, 
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Risk Management and Disaster Planning: Tips For 
Making Survival of Your Law Practice More Likely 

by Samantha Cruff 

Topic of Interest >>> 

Information forInformation forInformation forInformation for    

Volunteer AttorneysVolunteer AttorneysVolunteer AttorneysVolunteer Attorneys    
 

Click over to the ncbar.org 

web site (link below) to find 

out more about the 

volunteer process.  
 

A Legal Aid of NC staff member will pair you 

with a DLS hotline client referral after callers 

are processed through intake. Please note that 

you may not receive a referral immediately 

after signing up to serve as a volunteer -- please 

be patient. We expect that NC residents 

affected by this disaster will have need for legal 

assistance for a year or more post-event. In the 

first few weeks, those affected by Hurricane 

Florence will be focused on initial 

FEMA/insurance claims, government benefits, 

school enrollment, landlord/tenant and real 

property issues, document replacement and 

income protection. Two to six months out from 

the event, we expect that those affected by the 

Hurricane will require assistance with 

FEMA/SBA appeals, housing displacement, 

repair and contractor scams, powers of 

attorney, and emergency custody and 

parenting order modifications. In the longer 

term (6+ months post-event), affected residents 

may need advice and assistance regarding 

foreclosure, insurance disputes, bankruptcy, 

and disaster relief tax applications. 

Volunteer Link: https://www.ncbar.org/florence/for-volunteer-attorneys/ 

Continued on next page 



The preceding is an excerpt from Disaster Planning and 
Recovery, a handout from North Carolina Lawyers Mutual that 

can be viewed online at bit.ly/2Fvyxj2. Samantha Cruff is the 

marketing communications coordinator for Lawyers Mutual. She 

can be reached at samantha@lawyersmutualnc.com. 

select a few options before disaster strikes and keep the information with your disaster kit. Emergency 
locations can be outside the box, such as a townhouse complex that might have more availability 
options upon short term notice. 

Once available staff members come together, hold a debriefing meeting. The purpose is to give 
staff a clear picture of the state of affairs for the firm. This will prevent some watercooler gossip and 
help establish the operational procedures should there be differences due to changes in circumstances. 
Teamwork and communication should be prominent topics. 

Part of regrouping is helping staff recover from the disaster. Some will cope better than others. 
For large scale events, consider offering therapy sessions to alleviate post-traumatic stress disorder. 
Regardless of size, be aware that any major event can cause some personality types great distress and 
affect their work habits. 

Client communication should also be a top priority at this stage. Make every attempt possible 
to contact your clients as soon as you have reestablished operations to let them know you are available. 
If they have been affected by the disaster, this is one less worry they have to deal with. If the disaster 
was not widespread, such as a fire in your building, they will be relieved that their cases have not been 
thrown off track by events. 

Returning to Normalcy 

Although it will seem impossible when disaster strikes, a well-prepared firm will eventually 
return to normal operations. Files will be recreated from the electronic documents stored in computers. 
Your calendar will once again require a map to navigate for the untrained eye. Normalcy, however, 
may not equal the same as it was before. Changes in surroundings may require changes in procedures. 
Necessity may present a better way of doing things. Avoid the “this is the way it has always been done” 
mentality if reasonable alternatives present themselves. 

Evaluating the Disaster Response 

Once things have settled down, review the disaster response to determine the effectiveness of 
your strategy. Were there situations you overlooked? Did certain strategies prove ineffective and other 
methods have to be used? 

When going over the disaster response, be sure to give praise for the things that went according 
to plan and were executed properly. Letting the team know they did their part to keep the ball rolling 
boosts office morale. Having an office luncheon to celebrate surviving the disaster is another option. 
Have an open discussion with employees about what may have gone astray during implementation of 
the disaster plan. Determine if anyone felt unsure of their instructions or if something was unclear to 
them. This is also the time to find out if part of the procedure seemed to be problematic and could have 
been done better. 

Review the suggested improvements to your disaster plan. Include anything you’ve noted that 
should be added or changed. Make the necessary changes as soon as possible. Make any other needed 
changes to your disaster recovery kit. If another event should come your way, you’ll be even better 
prepared the next time around.  

  
continued from previous page 
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Q&A with Board Member: Julian Robb 

Julian is a partner with Craige Jenkins 

Liipfert & Walker LLP in Winston-Salem. 

Julian earned his undergraduate degree 

from the University of North Carolina at 

Chapel Hill and his JD from Wake Forest 

University School of Law. He was admitted to 

the North Carolina State Bar in 1998. His 

practice areas include Residential and 

Commercial Real Estate. He is Board 

certified by the North Carolina State Bar in 

Residential and Commercial Real Estate 

Transactions. He has served on several 

influential industry boards and task forces.  

About RELANC >>> 
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Where are you from, and where do you call 

home?  

I wish I had a shorter answer to this question.  
I was born in Johannesburg, South Africa, 
moved to Greenwich, Connecticut as a 10-
year-old, and then moved to North Carolina as 
a junior in high school.  I call Winston-Salem 
home, but when someone asks me where I’m 
from I usually answer that I’m a well-traveled 
mutt. 

What about your family?  

I’m married with 2 children.  My wife is a 
second-grade teacher, which means, between 
being married to me and teaching a class full 
of 7-year-olds, she is infinitely patient.  My 
daughter is 11 and is in love with horses and 
rides twice a week, so I will accept 
condolences.  My son is 9 and just discovered 
Fortnite, so I will accept all remaining 
condolences.  

What do you do in your non-working hours?  

To my great surprise, I’ve become a 
homebody.  I think I do what most middle-
aged parents do: spend a lot of time at kid’s 
soccer games and display my lack of prowess 

at lawn care. I also like to read whenever I can, which I attribute to a lasting curse from law school. 

Do you have a favorite travel destination?  

Yes.  My wife would like to travel somewhere new each time we travel, but if I could I would travel to Edinburgh, Scotland, 
every time.  History, beer, and culture, but not necessarily in that order, of course. 

What do you like most about your law practice?  

The thing I most like about my law practice is that I’m no longer a young attorney.  Having practiced for 20 years now, I 
believe strongly that there is a “right” way to practice real estate law in North Carolina and I like to convince myself that I 
come close to doing that.  It helps that I practice law in a small market, since I don’t know that I could be as hands-on if I 
practiced in Raleigh or Charlotte, but I like that I’ve carved my niche in Winston-Salem as an attorney who takes his 
practice too seriously. 

What issues/challenges are on the horizon for the profession, and how can we best face them?   

I still think we’re in a pitched battle with settlement shops and other entities that look at residential real estate attorneys as 
an unnecessary commodity that should be marginalized – either by lowering our fee structure or by making us obsolete.  
The only way I know to combat that trend is to regain ownership and control of the entire process – title work, lender 
contact, and closing. I think the more we delegate in the closing process the more we lose ground in that pitched battle.  I 
don’t think we’re going to win any minds with words or well-reasoned rhetoric, alone. We can only win minds by showing 
how indispensable we are. 

What do you think might attract more new attorneys into this type of practice?  

That’s a good question.  I think we should have law students shadow real estate attorneys the same way that litigation 
attorneys work with law school clinic students. Too much of what hurts recruitment is the notion that “real” lawyers either 
litigate or practice corporate law.  That’s nonsense: the real world is powered by transactional work and exposing law 
students to the rigor and pace of a real estate practice would go a long way to convincing the detail-oriented, obsessive law 
students that real estate is where they belong. 



  

Landowner Liability: To Invite, or Not to Invite 

by Gregory Henshaw, Attorneys Title 

Continued on next page 

Topic of Interest >>> 

I once had a client that owned a large tract of land in a rural county in my area. Although 
he used it for hunting on occasion, he had decided to leave it “as is” and not develop or further 
build on the property. As I recall, it was a nice wooded tract that included streams and bordered 
a river. My client had been approached by someone with whom he was acquainted that had 
inquired about the possibility of having school children, teachers and chaperones come to the land 
for a science related field trip. Although he loved the idea of his land being used for this purpose, 
he also was concerned about the potential liability that could arise in the event there was an injury, 
or worse, during such a field trip. Before referring him to a more qualified attorney in the area of 
personal injury and liability law, we discussed his potential general liability pursuant to NCGS 
38A, Landowner Liability, and NCGS 38B, Trespasser Responsibility. In the current national 

for said landowners. First, a landowner who directly or indirectly invites or permits any person to use the real 
property must do so without charging the person for the right to enter the land. NCGS §38A-2(1) defines 
“charge” as “a price or fee asked for services, entertainment, recreation performed, or products offered for 
sale on land…” Secondly, the use of the land by the person invited or permitted to use the land can only be 
for educational (“any activity undertaken as part of a formal or informal educational program, and viewing 
historical, natural, archeological, or scientific sites”) or recreational (“any activity undertaken for recreation, 
exercise, education, relaxation, refreshment, diversion, or pleasure or sport, including equestrian 
recreation…”) purposes. The limitation on liability does not apply in cases where a person is invited or 
permitted to use the land for a purpose for which the land is regularly used and for which a price or fee is 
usually charged, even if the price or fee is not used in that instance, or if the purpose of the invitation is to 
promote a commercial endeavor.  

The most important aspect of this Chapter to the landowner is the extent of the limitation on liability 
in the event of injury or death to a person invited or permitted to use the land. NCGS §38A-4(a) states, in part, 

climate, environmental and conservation issues are much more 
prominent than before. Although the desire to develop large 
tracts of real property will continue, there are many landowners 
that would prefer to conserve their land, and in the process, 
allow others to enjoy the beauty of the great outdoors. There has 
been a large increase in the number of Land Conservancy 
organizations around the country, together with an increase in 
the amount of land being protected with conservation 
easements. This article is not meant to touch on these areas, but 
to briefly cover the basic statutory liability laws regarding 
landowner liability.  

Chapter 38A of the General Statutes, entitled 
Landowner Liability, was passed with one clear intention. 
NCGS §38A-1 states that “The purpose of this Chapter is to 
encourage owners of land to make land and water areas 
available to the public at no cost for educational and 
recreational purposes by limiting the liability of the owner to 
persons entering the land for those purposes.” Although this is 
great legislation for environmental minded landowners, it is 
important to note the restrictions to the limitations on liability 
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that “…an owner of land who either directly or indirectly invites or permits without charge 
any person to use such land for educational or recreational purposes owes the person the 
same duty of care that he owes a trespasser, except nothing in this Chapter shall be 
construed to limit or nullify the doctrine of attractive nuisance and the owner shall inform 
direct invitees of artificial or unusual hazards of which the owner has actual knowledge.” 
The general rule for the liability to a trespasser is set forth in NCGS §38B-2, which states 
that “A possessor of land, including an owner, lessee, or other occupant, does not owe a 
duty of care to a trespasser and is not subject to liability for any injury to a trespasser.” 
Although this appears to be a broad limitation on liability for the landowner, there are 
several exceptions to the general rule set forth in Chapter 38B, including intentional 
harms, failure to exercise ordinary care not to injure a trespasser who is in a position of 
peril and harms to trespassing children (less than 14 years of age) caused by artificial 
conditions. The doctrine of attractive nuisance can also restrict the limitation on liability 
for the landowner, depending on the types of artificial hazards on the land, if any. 

continued from previous page 

A final piece of the limitation on liability 
puzzle for the landowner is set forth in NCGS 
§38A-4(b), which states that “Nothing in this 
section shall be construed to conflict with or 
render ineffectual a liability release, 
indemnification, assumption, or 
acknowledgment of risk agreement between the 
landowner and a person who uses the land for 
educational or recreational purposes.” Despite 
the limitations on liability for landowners set for 
in Chapter 38A, it is probably unlikely that a 
landowner would be advised to allow invitees to 
use the land for educational or recreational 
purposes without first obtaining some sort of 
release. It is also unlikely that our children will 
be allowed to attend the field trip to a student’s 
family land without a release being submitted in 
advance. 

In these times of computers, smart phones and other devices, children, and many 
adults, are getting out into the great outdoors less and less. On the other side of things, as 
mentioned above, there are many landowners who are deciding to conserve their real 
property and allow it to be used by the public for many purposes, especially for educational 
and recreational purposes. If you have a client who has an interest in sharing land with the 
public, remember chapters 38A and 38B as a starting point for advice. Although I am not 
sure what became of my client discussed at the outset, I certainly hope he was able to work 
out something with the school to enable the children to enjoy his land. It sure beats sitting 
behind a desk. 
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Social Engineering: Don’t Get Fooled by the Fancy Name 
By Jonathan Biggs, Investors Title 

In a world of euphemisms and non-
offensive definitions, we have come to 
call things new-fangled names that only 
make sense if you have a thesaurus, an 
urban dictionary, a vivid imagination 
and a rechargeable hand-held internet 
connected voice activated two-way 
communication device capable of 
research and feline video capture, 
dissemination of political opinions and 
condescending shade, which counts 
your steps as you traverse the 
challenging landscape of changing 
world to your favorite bistro so that you 
can memorialize a meme of your free 
range hand selected center of the plate 
protein and locally sourced coniferous 
legumes to share with your 19 
followers.  In other words, a “phone” – 
see where I am going here.  I think that 
someone trying to avoid offending 
criminals came up with the term “Social 
Engineering,” instead of simply 
“Crime” or “Fraud.”   

 
So what is Social Engineering? 

 
Social engineering is the art of 

manipulating people to gain their 
confidence so that the fraudster can 
exploit that confidence.  In short, the 
criminal “hacks an individual” and not 
necessarily the computer.  However, in 
today’s world, this fraud usually begins 
with the digital compromise of the 
computer or email of a person involved 
in a transaction.  The types of 
information these criminals are seeking 
will vary, but it is always sensitive 
information, such as passwords or bank 
information.  Often, the fraudster will 
attempt to secretly install malicious 
software–that will give them access to 
or control over a computer, so that they 
can mine it for passwords, bank 
information and anything that is stored 
digitally.  Fraudsters use social 
engineering tactics because it is usually 
easier to exploit your natural trusting 
nature than actually hack your system.   

Topic of Interest >>> 

Who Perpetrates Social 

Engineering? 

 
Ever wonder where the moniker 

“Con-Man” came from?  The “Con” is 
from the word “confidence.”  (The 
second part of the term “man” came 
from a less aware and less sensitive time 
in which we were not enlightened 
enough to use the more proper terms 
today would be a gender-neutral person 
of criminal intent – a “Criminal”.)  For 
the purposes of this article, let’s stick 
with “Fraudster” or “Criminal.” (I am 
going out on a limb here are try to 
offend criminals.)  These fraudsters 
come in all shapes and sizes.  You never 
know who it may be, but they will not 
rob you with a knife or a gun – they just 
try to outsmart you. 

 
I had a friend in college who had 

less than scrupulous intentions in his 
relationships.  He would say or do 
anything that would gain confidence 
and an advantage.  The girls just called 
him a “Pig.”  Little did we know that he 
was actually a Social Engineer? 

 
Who are Targets of Social 

Engineering? 

 

Anyone, everyone and You! – and 
specifically anyone handling money or 
information. Everyone involved in the 
title and settlement industry handles 
both. 

 
How Do They Perpetrate Social 

Engineering Fraud? 

 
Are you ready for some more fancy 

terms?  Let’s start with “Phishing.”  
Now you are asking, what the heck is 
“Phishing” or maybe spell check is not 
working.  When asked to explain it 
further, law enforcement came up with 
the term “Business Email Compromise” 
or “BEC.”  Great, that really cleared it 
up.  Phishing or Business Email Continued on next page 



  continued from previous page 

Compromise is a technique of fraudulently obtaining private information by sending a fake email that appears 
to come from a legitimate business—a bank, or credit card company—requesting "verification" of information 
and warning of some dire consequence if it is not provided.  They often masquerade as companies or people 
with whom you conduct legitimate business; to wit: Banks, IRS, Credit Card Companies, Ebay.com, 
Amazon.com, Paypal.com, Mortgage Companies and/or Social Media (such as Facebook).  Just call it a “Fake 
Email.” 

Spear Phishing 

 
This is a technique that fraudulently obtains private information by sending highly customized emails to 

few targeted end users. Spear phishing emails require the fraudster to perform additional research on their targets 
in order to "trick" victims into performing requested activities. The success rate of spear-phishing attacks is 
considerably higher than phishing attacks with people opening roughly 5% success rate compared to a spear-
phishing attack's 50% success rate.  

  
It is used in a real estate transaction by compromising the broker’s email, the seller’s email or buyer’s email, 

which are typically not encrypted.  These email accounts may even be web based free accounts, which are more 
likely to be targets for attacks.  Once an email account is compromised, the fraudster can impersonate a party to 
the transaction and convince another party to wire funds to the wrong location (e.g. the fraudster’s bank).    

 
The typical steps are as follows:  

• Fraudster hacks a party’s email account (broker, buyer or seller) – hopefully not yours. 
• Fraudster monitors email account for information regarding wires 
• Impersonates a party (broker, attorney or banker) and directs the victim to wire funds to an improper 

account 
• Victim is tricked by the fake email and wires funds directly to the fraudster 
• Money is transferred out of the fraudster’s recipient bank and then out of the country. 
• Bank informs victim that the bank sent the money exactly where it was instructed by the victim. 
• Bank will not put it back - Victim is out of luck  
• Outgoing wire could be: (1) Sellers’ Proceeds (2) Buyers’ Funds (3) Payoffs (Watch out - Big 

Numbers on Payoffs) 

As a side note, as a life-long fisherman, I am offended by 

the term “Phishing.”  Fishermen merely do a little research 

to find the preferences and proclivities of our prey, temp the 

fish with the most clever and desirable bait, lure the fish into 

believing that it is actually desirable food, exploit their 

natural tendency for hunger and then take something 

valuable from them.  Yeah – I heard it too.  I am a social 

engineer.  I guess the first step is admitting that I have a 

problem. 
continued on next page 



  

continued from previous page 

How Do I Recognize Social Engineering Fraud?  

Look for “Red Flags!” 

 
“Red Flags” are not absolute rules, but rather 

indication that there may be something out of order.  In 
some instances, after proper investigation, you may 
determine that there was a legitimate reason for a “Red 
Flag.”   Hindsight is 20/20, but do not let hindsight be the 
only time that you investigate a “Red Flag.”  Always 
follow up on each instance of a “Red Flag” when they are 
discovered.  Here are some examples of “Red Flags” of 
Social Engineering Fraud: 

 
• Wires to be sent outside of the United States 
• Changes in Wiring Instructions 
• Very few individuals or corporations change their 

bank accounts mid-transaction.  Be very 
suspicious! 

• Similar But Slightly Different Email Addresses  
• Many cyber criminals will attempt to defraud you 

by communicating with a very similar (but 
slightly different email address (It looks like food, 
but it is actually a hook.) 

• Wire to a different geographic location or name 
than intended Recipient 

• Individual Wire Sent to Corporate Account 
• Corporate Wire Sent to Individual Account 
• Broken English - many cyber criminals are 

outside of the United States and English may not 
be their first language 

• Unnecessary Speed Requirements or Demands 
• Everyone understands the desire to receive their 

money from a third party, but extraordinary 
pressure for the speed of the wire is generally a 
sign that they do not want you to investigate this 
“Red Flag.” 

 
Why Is It So Effective? 

 

• You cannot see their face (if you think the email 
is from Bob, you would know it was not Bob if 
you could see his face). 

• Most users do not have cyber security education, 
or they ignore it.  

• Most users do not have even baseline cyber 
security. 

• Most users do not back up regularly or at all. 
• Most users do not update their software when 

available. 
• Most users rely on PURE LUCK to be safe online. 
 

 

 

 

 

How Much Money Does a Social Engineer Criminal 

Usually Get? – Average $129,427 

 
If a criminal robs a bank, we have no problem calling 

them a “Criminal.”  We do not make up a less offensive name 
and call them a “Personal Bank Liquidity Diversion 
Specialist.”  We have no problem calling them a “Criminal.”  
These individuals average $3,816 per successful bank 
robbery.  A “Social Engineer” averages $129,427 per wire 
fraud in a real estate transaction – 3400% more – and they do 
not run the risk of getting shot.  Maybe they are worthy of a 
fancy non-offensive name. 

 
What Do I Do To Protect Myself? 

Follow these three steps: 

 
Proper Identification: Identify the intended recipient of the 
wire from information in your file that was previously 
obtained  
Verbal Confirmation: Confirm the wiring instructions with 
the appropriate contact on the phone or in person 
Delivery Verification: Confirm the proper delivery and 
receipt of the wire with the contact person.  You are the only 
one who knows when the wire was sent and when it should be 
received.   

 
Inform your clients and customers about wire fraud and your 
procedures to protect them. Educate and train your business 
partners, co-workers and staff on Social Engineering. 

 
Get Cyber Fraud insurance – All Three Types 

1. Social Engineering Fraud 
2. Cyber Breach Fraud (Loss of Data) 
3. Cyber Theft (Loss of Money) 
 
Robert Mueller, former Director of the FBI, said that “I 

am convinced that there are only two types of companies – 
those that have been hacked and those that will be ... and even 
they are converging into one category – companies that have 
been hacked and those that will be hacked again.”  Establish 
procedures, train your personnel, purchase cyber fraud 
insurance and then diligently combat Social Engineering 
fraud. 

 

When this fraud is waiting in everyone’s 

inbox, watering down the terms used for this 

crime and these criminals does a disservice to 

every potential victim.  It is like calling a 

crooked used car salesman an “Automotive 

Restoration Referral Consultant.”  I do not care 

how you wish to spin the definition, Social 

Engineering is “fraud” and it is a “crime”, 

which are two perfectly good words – use them 

and fight it like the crime that it is.     



 

Attorney Closing BrochureAttorney Closing BrochureAttorney Closing BrochureAttorney Closing Brochure    

now available at now available at now available at now available at     

www.relanc.comwww.relanc.comwww.relanc.comwww.relanc.com    

RELANC members have created a handout you can share with your local agents and clients to educate 
them on the necessity and legal requirement of an attorney closing.  North Carolina real property owners 
are best protected and served when a licensed North Carolina attorney represents them at closing and is 
available to assist them with the many legal issues involved when buying and selling real estate. You can 
download the brochure at www.relanc.com. From left, Jim Arges, Rob Love, Jon Biggs and Carey Ewing, 
meeting in Durham.  

WHAT’S THE POINT OF RELANC? 
Over the last 8 years, RELANC has positively impacted your law practice.  In some form or fashion, you and RELANC have 

crossed paths, likely by attending a call-in webinar, a conference, CLE, or other event designed for North Carolina attorneys practicing 
in the residential and/or commercial real estate sector. Even if you have not had that direct contact, RELANC has been present in the 
legislature fighting for you and your clients. 

The Real Estate Lawyers Association of North Carolina, a 400+ member 501(c)6 nonprofit, advocates on behalf of real 
estate attorneys and their clients, the property-owning public. RELANC gives voice to real estate attorneys, addressing the constant 
change and evolution of ethical representation and client protection.  Recent areas of focus include e-closings, mechanics lien 
legislation, cyber-fraud and cyber security, AVVO discussions, recording fees, and NC-SC boundary line matters.  One of the biggest 
issues facing our bar is the Unauthorized Practice of Law (UPL), in which RELANC has become a major force towards detecting and 
fighting - both the LegalZoom matter and the more recent and pervasive UPL occurring in your local communities.  

RELANC also has a membership stake in several industry-wide groups such as the NC Land Records Taskforce, which 
influences state-wide road matters and other issues that involve a variety of constituencies such as the Secretary of State and Register 
of Deeds offices. These liaisons and partnerships are a key element of RELANC's work. In a few short years, RELANC has become 
an active, sought-after participant in these organizations.  

RELANC is the voice in Raleigh for real estate attorneys.  RELANC is the only organization with a lobbyist in Raleigh at 
the legislature to protect you and your clients.  Neither the State Bar nor the NCBA fight for you in this way.  The State Bar is prohibited 
from having a lobbyist, while the NCBA is constrained to act only on matters for which its many divergent constituencies agree. 

We have seen more change in our profession in the last 5 years than at any other time in the last 30 years.  Change will 
continue to come, and RELANC is on the battlefront with collective and effective strategies and responses.  There are several matters 
on the horizon that could have a major effect on how we practice real estate law -- it is so important to have as many attorneys as 
possible aware of the issues affecting our practices.  

Receive Referrals via RELANC 
 

This year has seen a significant increase in the number of referrals requested through the RELANC office. We have 
received calls from members of the public throughout the state, seeking the name of a member attorney to assist 
them with their closings and other real estate matters. This is an important member benefit, as the web site now This is an important member benefit, as the web site now This is an important member benefit, as the web site now This is an important member benefit, as the web site now 
contains a county and citycontains a county and citycontains a county and citycontains a county and city----based directory of all members.based directory of all members.based directory of all members.based directory of all members.  If you have changed your contact information in any way 
in recent history, please update your record with the NC State Bar and send a copy to your Executive Director, Bonnie 
Biggs, at bonniebiggs@relanc.com.  
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֍ New for 2018 

RELANC Leadership & 

Sponsors 

Black Arges Portone Balsamo 

Salyer Colvard Ferguson Gwynn 

Gorenflo Harrison Hearne 

Robb Rosenberg Terry Thompson 

SAVE THE DATE: RELANC ANNUAL MEETING 
Saturday, February 23, 2019 

Pinehurst Resort 

Heim 


